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Human Vulnerabilities
Security threats

* Humans have become a key Top Human Error Sources

impediment to security.

. . 42% General carelessness
* 58% of security breaches involve

o -
humans, and 4}2 /o involve 37% Failure to get up to speed on
technology failures. new threats

Lack of expertise with websites
and applications

End user failure to follow
policies and procedures

Lack of expertise with networks,
servers and other infrastructure

IT staff failure to follow policies
and procedures
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Human Vulnerabilities
Breach Statistics

* Humans are central to most types of breaches today.

e Should users be responsible for security decisions despite their poor security
record?

6%
System
Misconfiguration

1%

Stolen/Lost Device
or Records

13%

Phishing Breakdown

320/0 Remate Access

24%0 Other
340/ 2.
Phishing 18% Ransomware
! 6% Automated hformation
Exfitration

\
\

\
l'|

Network Intrusion Breakdown

380/0 Ransomware

0 ) 29% Other
9 /0 117% Adonated hformaton
A \\ Network Intrusion | q@0, = @ e

\
"'\

Inadvertent
Disclosure

N\
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Human Vulnerabilities
Root Cause

Cognitive Limitations
S As tasks get more and more

Competing Priorities complex, fewer and fewer
Motivation /Apath people can accomplish them

. /Apathy effectively.
Personality As security gets more complex
Capability expect less from users.
Goals

REFLEX HABIT o ' \_ s '
(Blowing one’s nose) {Basket making) COMPLEX ACTIVITY Hl(’HLY .(0}?1?1-5-\
(Repainng Car) ACTIVITY

(Walking on the moon)
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Human Vulnerabilities
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Human Vulnerabilities

Mistakes and Slips

Situational Assessment Mistakes

Understanding of the
security task

Evaluation of ability to
perform the security task

Intent of Action

*Plan
*Cognition

Slips happen if there is error in the action:

| Mistakes happen if there is error in the intention:

Fail to understand the situation/task
Overestimate/underestimate one’s ability to
perform the task

Making inappropriate plan for the action
Unable to make decisions or plans before
acting

Knowledge needed for the task is missing

* Forgetting to take certain action (forget
to change the password)

» Accidently doing a wrong thing (click on
phishing link)

When under stress (e.g. tight deadlines), people tend to get

distracted, and distractions detract from their performance.

Sanjay Goel, University at Albany, School of Business
Center for Information Forensics and Assurance

Omissions/Commission Slips |
|
|

» Perform the security task |
|
|
|

______________ J
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Human Vulnerabilities
Cognitive Limitations (Multitasking)

Employees are constantly juggling multiple tasks , including
administrative tasks.

For security employees, this distraction may lead to errors or
mistakes (Distraction Conflict Theory).

MULTITASKERS Take And make
experiencea 50% up to

40 & D ROP longer to 5 O %

IR productivity accomplish MORE
across the board A SINGLE TASK ERRORS.:

http://thumbnails.visually.netdna-cdn.com/TheHighCostofMultitasking 53445af877597 w540.png
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Human Vulnerabilities
Competing Priorities

For employees, productivity 1s
measured through work

accomplished.

Many feel that security processes
drain their time and require
excessive effort.

Employees struggle to balance
security and productivity.

When under pressure, some may
focus on the primary task and
ignore secondary tasks, such as
security compliance.

Sanjay Goel, University at Albany, School of Business
Center for Information Forensics and Assurance

End user restrictions
disrupt work and create
productivity barriers

81%

of CISOs say users see security
as a barrier to innovation

74%

of CISOs said end users
have expressed frustration

572 hours

spent annually by help desks
on user requests for access

https://www.bromium.com/cybersecurity-vs-
productivity-the-cisos-dilemma/



Human Vulnerabilities

Motivation
Amotivation Extrinsic Motivation Intrinsic Motivation
External
reguation Introjection Identification Integration

e Human motivation exists on a scale of intrinsic to extrinsic.

* When people are intrinsically motivated, they perform the task on
their own (e.g. raising children, taking vacations, etc.).

— Security is a cumbersome task, providing little/no intrinsic motivation.

e J.ack of intrinsic motivation necessitates extrinsic motivation.

— e.g threats, punishments, sanctions, rewards, and incentives

Sanjay Goel, University at Albany, School of Business 9
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Human Vulnerabilities
Decision Analysis

Instinctive Slower
: Rational
Quick Automatic Complex
System 1 Thinking System 2 Thinking, ' Decisions
Conscious
Little/ More
No Effort Logical
Emotional - Effortful
Un Conscious

* System 1 thinking is quick and automatic, while system 2 thinking is deliberate
and conscious.

* Most training pushes people towards system 2 thinking.
* About 95% of peoples’ decision making is in system 1 thinking,

* Phishing takes advantage of system 1 thinking by giving users familiar
contexts.
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Weak Passwords
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Passwords
Cognitive Limitation

People show better memory -

erformance for the basic meanin
P _ & Declarative Production
rather than the details, of past events.

|
|
I Memory Memory
. . I
Retrieving a password requires | Storage | ' Match
knowledge about its source (the |
|
| Execution
|
|

system in which one should use a
Retrieval WOI'kil'Ig

particular password), and its structure Memory

(the precise organization of letters,

numbers, and symbols that compose + — — — — — — — ? - - i ———————
Encoding Performances

the password).

Recommendations for creating secure Outside World

passwords require users to retrieve

memories for detailed (verbatim) Older adults often show a general
information, which fade quickly over decline in memory, especially in
time, and are subject to interference. tasks involving recall

Sanjay Goel, University at Albany, School of Business 12
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Passwords

Poor Password Practices

Passwords of
personal
signiﬁcance

Short passwords

Excesstvely simple

passwords
Reusing
passwords
Writing down
passwords

i

Bad password behavior in Type A personalities
stems from their need to be in control. Even
though they reuse passwords, they don't believe
they are personally at risk because of their own
organized system and proactive efforts.

~~
~

CONTROL
35% reuse because they want to
remember all passwords

DETAIL-ORIENTED
49% have a personal “system” for
remembering passwords

DELIBERATE
2/3 are proactive to help keep
personal info secure

DRIVEN

86% having a strong password makes
you feel like you're protecting yourself
and your family

Type B personalities rationalize their bad

behavior by convincing themselves that their
accounts are of little value to hackers. This enables
them to maintain their casual, laid-back attitude
toward password security.

NONCHALANT

45% believe your accounts aren't
valuable enough to make them worth
a hacker’s time

LAID BACK

43% prioritize a password that is
easy to remember over one thatis
secure

FLEXIBLE

1/2 feel that you need to limit your
online accounts and activities due
to fear of a password breach

PREOCCUPIED

86% feel other things outside of a
weak password could compromise
your online security

https://www.helpnetsecurity.com/2016/09/29/risky-password-practices

Sanjay Goel, University at Albany, School of Business
Center for Information Forensics and Assurance
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Passwords

Complex Password Rules HINTS

No Dictionary Words, Proper
Nouns, or Foreign Words

No Personal Information
Length, Width and Depth
— uppercase letters e.g. A, B, C
— lowercase letters e.g. a, b, ¢
— numeralseg 1,2, 3
— special characters e.g, §, 7, &
— alt characters e.g. p, £, /B
At least 8 characters long

Use different passwords for
different accounts

Sanjay Goel, University at Albany, School of Business
Center for Information Forensics and Assurance

Take a sentence and turn it into
a password.

Select an image of an interesting
place (Mount Rushmore). Select a
photo of a familiar or famous person
(Beyonce). Imagine some random
action, along with a random object
(Beyonce driving a Jello mold to
Mount Rushmore).

Come up with 12 random words
to create a password phrase
(and password).

Get a password vault.
14



Phishing

Sanjay Goel, University at Albany, School of Business
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Phishing

Scope

when someone clicks, the attacker gains prolonged access to the system

On average less than 2 minutes after the email reaches the inbox

e 83% of people get

/o CATEGORIZING
phishing attacks. PHISHING ATTACKS

* 76% of businesses get

phishing attacks. CREDENTIAL SPEAR
. o HARVESTING  EXTORTION MALWARE PHISHING
e 11n 100 emails is a
Emails impersonates trusted Targets victims by asking Malware is hidden in Targets high level employees,
T : T brands and often link to for In excha an Innocuous link tha Influencing them to
phl Shlng emall * spoofed login pogut lovm:::yphg "c":" triggers a file to downlo:»d complote o’:onuol :oak
b 9 5 O/O O f attaCkS On Lures victims to divuige personal Establishes outhority by Bypasses staondard scans Ditficun to detect as ema
. nformation like passwords Including a password or that only examine doesnt contain malcious
enterprlse networks are ond payment info spooted email oddress the email body inks or attachments

the result of a 4'| % 8 o/o 5-' % 0 4%

successful spear l oF ATTACKS I

- 1 POTENTIAL COSTS:

phishing,
Upto Up to
e  38% of successful $400 $5k $2.4 $7.2

. . per account *per user million l million
phishing attacks result
n Compfomlsed https://smallbiztrends.com/2019/07/phishing-statistics.html
accounts.

https://www.stanfieldit.com/wp-content/uploads/Phishing-Statistics.png
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Phishing
Psychological Manipulation

Personality traits (e.g; TH
trusting)

combines several categories,

using spoofing, Impersonation, and
soclal engineering to extract
monetary gain for a

maliclous actor

Autonomous mode of
operation

Percetved invincibility

o

0] branded
® emailsis
Q

° phishing .. “

Lack of knowledge
Stress/Workload

EMI

AIT THAT GETS_

LOYEES TO BITI

: Sockal Retall
: NTENT THAT
TARGETS THEM AS

CONSUMERS 18.8%

16.3% 12.2% n.8%

HACKERS PREY ON TRUST

Phishing emails spoof trusted brands:
Shippers

L3g% | -9.7%

Is This Email
Phishing?

Chance of
Phishing (%)

EMPLOYEES CLICK LINKS THAT

Sanjay Goel, University at Albany, School of Business
Center for Information Forensics and Assurance

MAKING DETECTION DIFFICULT

URGENCY

https://smallbiztrends.com/2019/07/phishing-statistics.html 17



Phishing
Contextualization

* Contextualization based on situational cues (student courses) and
individual factors (family members) results in increased susceptibility.

* Persuasion techniques include rewards (e.g. gift cards), urgency (e.g
loss of opportunity), social outcomes (LinkedIn invite), fear (IRS
audit), and social causes, etc.

T
{ |
@ §
MOST HIGHLY
COMMON TARGETED MOBY DICK
MASS-SCALE SPEAR
PHISHING PHISHING WHALING
Attack where fraudsters cast Tailored to a specific Specialized type of spear
a wide net of attacks that victim or group of victims phishing that targets a “big”
aren’t highly targeted using personal details victim within a company

e.g., CEQ, CFO, or other executive

Sanjay Goel, University at Albany, School of Business https://digitalguardian.com/blog/dont-get-hooked-how- 18
Center for Information Forensics and Assurance recognize-and-avoid-phishing-attacks-infographic



Malicious Insider Threats
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Insider Threats
Losses

The Verizon 2019 Data
Breach report says that 34%
of all breaches in 2018 were
caused by insiders.

The Ponemon Institute 2018
Cost of Insider Threats
study shows that the average
cost of an insider-related
incident is around $513,000
(up 15% from 2018), and
that a company needs on
average 197 days to identify a
breach and 69 days to

contain it.

University at Albany, School of Business
Center for Information Forensics and Assurance

Inadvertent actors
15.5%

Outsiders

Malicious insiders
44 5%

Insiders
60%

20



Malicious Insiders
Risk

* Insiders pose a significant risk due to the
damage they can cause through either
malicious or inadvertent actions.

* Privileged users can perform essentially any
operation on critical systems, and users
often have accumulated more entitlements
than they need for their current job role.

* Malicious insiders can be disgruntled
employees, mercenaries, or just greedy, 1.e.
acting for financial benefit.

* Exploited insiders may be “tricked” by
external parties into providing data or
passwords they shouldn’t.

* Careless insiders may simply press the wrong
key, and accidentally cause critical data loss.

University at Albany, School of Business
Center for Information Forensics and Assurance

WORKING UNUSUAL HOURS
THAT ARE OUTSIDE THE
NORMAL WORK DAY

- CREATING SEVERAL
DIFFERENT STORIES AND

s EXCUSES FOR CHANGES
IN THEIR BEHAVIOR
$ o~
. .
BRAGGING ABOUT BUYING =
o,

A NEW CAR, HOUSE OR

ANY SUDDEN CHANGE IN
FINANCIAL SUCCESS “
- vy
. .t
INCREASED FRICTION

WITH COWORKERS,

ANXIETY OR NERVOUSNESS
_ AND DECLINE IN WORK
. PERFORMANCE
ASSESSING COMPANY

SYSTEMS THAT ARENT
PART OF THEIR JOB OR
IN THEIR CLEARANCE

https://itsecuritycentral.teraming.¢0/201
7/10/04/observable-behaviors-of-a-
malicious-insider-threat-infographic/



Malicious Insiders
Mechanism

Normal Insider Behavior.

(4 b
* Normal Normal Employee No sense of enmity or offense toward

mol n organization. -
cmployees ca A Strain
< M b .
turn ‘malicious Y Negative experiences
during their Repeated experience of stressors. within the workplace
1 Reparation Seeker Seeking means of addressing
emp OYmeﬂt- grievances.
A Foreclosure
e There are ' -
Y Lack of desirable
several reasons Evaluating means of reprisal to the alternatives for strain
for malicious Reconnaisseur organization. removal.
) Waiting and planning for opportunity.
behavior, : Enactment

including greed, Perception of

Individual has breached security. opportunity and

social justice, Likely to repeat or recruit others. chance to transgress.

personal
injustice,
patriotism, etc.

University at Albany, School of Business 22
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Malicious Insiders

Greed (Examples)

Anthony Levandowski, a lead
engineer at Waymo, Google’s self-
driving car project, left in 2016 to
found Otto, a startup that
developed self-driving trucks.
Otto was acquired by Uber, and
Levandowski was put in charge of
Uber’s self-driving department.
His wasn’t a sudden move, but a
thoroughly planned set of actions.
Waymo alleges he downloaded
9.7 GB of their highly confidential
files, trade secrets, blueprints,
design files and testing
documentation before he left.

https://www.ekransystem.com/en/blog/real-life-
examples-insider-threat-caused-breaches

University at Albany, School of Business
Center for Information Forensics and Assurance

An employee of AMSC, Dejan
Karabasevic stole his employer’s
trade secrets and sold them to the
Chinese company Sinovel for
$20,000. He was also promised a
6-year $1.7 million contract.
Karabasevic was the head of the
automation engineering
department at AMSC, and often
made business trips to China. He
accepted an offer from Sinovel to
download the source code of
turbine software from an AMSC
computer. Sinovel used the
software on turbines ordered for
US companies, and the software

copy was detected. ”



Malicious Insiders
Civic Duty (Examples)

Ana Belen Montes was a
military analyst for the DIA
who spied on behalf of the
Cuban government for over 16
years. Montes was a leading
and well-respected expert on
U.S. policy towards Cuba, and
was a true ideologue in the
sense that she sold secrets not
for money or personal
disgruntlement, but because
she was fighting what she saw
as “the good fight” against
unfair perceived U.S. policy
towards Cuba.

University at Albany, School of Business
Center for Information Forensics and Assurance

Edward Joseph Snowden is an
American whistleblower who copied
and leaked classified information
from NSA in 2013 when he was a CIA
employee and subcontractor. He
revealed NSA surveillance programs
and the Five Eyes Intelligence
Alliance with the cooperation

of telecommunication companies and
European governments.

Snowden claims to have
committed these acts out of
civic duty and patriotism,
believing the public has the
right to know about the abuses
he saw reflected in the classified

documents he had access to.
24



Malicious Insiders
Patriotism

Greg Chung spied for China
while being employed at
Rockwell and later Boeing,
stealing hundreds of boxes
worth of documents
pertaining to the military and
spacecraft from 1979 to
2006, when he was finally
caught.

University at Albany, School of Business
Center for Information Forensics and Assurance

Walter Liew, 59, of Orinda, was
convicted in 2014 of 10 felony
charges of economic espionage,
theft of trade secrets, obstruction
of justice and tampering with a
witness and with evidence, and he
was sentenced to 15 years in
prison and a $28 million fine. He
sold DuPont technology
pertaining to the production of a
valuable white pigment to China.

25



What to do?

Sanjay Goel, University at Albany, School of Business
Center for Information Forensics and Assurance
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What are we doing?

Current Response (Constrain)

* Developing restrictive security
policies

* Restricting tratfic: whitelisting (ports,

ip addresses, etc.), blacklisting (ip-
addresses)

* Controlling the perimeter

* Taking links away from emails

* Leads to ... loss of productivity,
stifling ot innovation, employee
discontent, finding new ways of
avoiding restrictions

University at Albany, School of Business
Center for Information Forensics and Assurance

Application Whitelisting

Whitelist approved applications and
E] programs to prevent execution of
malicious software.

Patch Applications

Keep applications like PDF viewers,

browsers and Office fully up-to-date
to minimise security vulnerabilities

Restricting access to external websites

Restricting access to external software

Configure Macros

Configure Microsoft Office macros

from being executed on the Intemnet
to block delivery of malware

Configure browsers 1o block apps

like Flash, ads and Java which are

often guilty of executing malware
Restrict Admin Privileges

Frequently revise and update admin privileges
as roles reg |u|re= Admin accounts should never
" be used for email or web browsing

Patch Operating System
Keeping your OS up to date is vital to
enting security vulnerabilitie
across the network
Multi-Factor Authentication

Additional verification for account

access will mitigate most successful
phishing attacks

Frequently back up your system with
periodic testing 1o insure your
information against any incidents

27
https://www.stanfieldit.com/cyber-security/



What are we doing?

Current Response (Train)

Personnel are trained on their assigned
information security-related duties and
responsibilities.

Key topics: risks associated with
individual roles, policies, standards,
and procedures, reporting potential
indicators of insider threat.

Challenges 1n training:

— Lack of motivation

— Contlict with productivity

— Constantly changing environment
The Result

— Frustrated employees

— Training expenditures

University at Albany, School of Business
Center for Information Forensics and Assurance

EFFECTIVE CYBER SECURITY PRACTICES

0 Proper password management is important, as confidential documents and trade secrets
are often protected using a password,

Employees should ideally use

VA password of considerable length with upper and lower cases and
| ch like symbols or b

V' Two factor authentication, which includes entering a password and also
providing acantional verification through physical access such as phone
numbers or email notification

Most organizations now allow employees 10 work from their mobile phones, tablets and
laptops, which improves productivity, However this provision also requires extra diligence
on the pan of both the employee and employer.

v P le devices must be pec d from th outside the office premises.

v/ Polickes must be imple d that req iploy 10 report 1o the IT
department the loss of any portable device to minimize damages.

 Track the location of devices and have policies for the collection of devices
and dala stored on personal devices when employment lerminates.

@ Empiloyees should be able to differentiate between sensitive data that must be protected
and irrelevant documents.

v/ Employees should d that social security number and credit card
Information are sensitive pleces of Information that must be protected.

v/ Companies and employees need 1o be cognizant of state p y breach
| law Q) ns

)

v  Employees should be well trained on phishing and spear- phishing emails,

A phishing email is likely 10 contain broad information that is aimed at
millions of people while a spear phishing email uses information specific 1o

the recipient.

v Employees should be trained to handie any request for transfer of
electronic information.




What are we doing?

Current Response (Threaten)

Current approach, policies,
fear appeals, threats, and
sanctions to motivate users

While there are some people
who feel motivated by fear,
others are paralyzed by it. “The
problem is, negative emotions
often breed other negative
emotions,” - Stephanie Creary

“Fear may appear at first to be a
mechanism that helps people stay
alert to the unacceptability of failure,
but it can ironically be a source of
failure instead.” —Andrew Carton

https://knowledge.wharton.upenn.edu/article/
fear-motivate-workers-make-things-worse/

University at Albany, School of Business
Center for Information Forensics and Assurance

Psychological Contract

time/hours
effort/ideas

performance
results
commitment
loyalty
mobility
supervision
innovation
management
drive change
leadership
sacrifice/tolerance
risk/investment

employee
‘inputs’

)

security

l safety/care /
training/dev

l recognition
qualifications l

I workspace/equip
promotion/growth
responsibility

I life-balance/well-being
interest/variety/travel

l flexibility/tolerance
statusirespeclt

' benefits/pension *
control/influence

I ownership/equity
employer

i N
‘rewards’

I

\ %

https://www.businessballs.com/building-
relationships/the-psychological-contract/
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What are we doing?
Security Fatigue

* This cycle of constrain, train, and threaten has left users
feeling overwhelmed and frustrated.

In a NIST study more than half of the respondents reported
feeling “overwhelmed and bombarded, and they got tired of

being on constant alert, adopting safe behavior, and trying to
understand the nuances of online security 1ssues.”

AND STARTING TODAY,

IS IT MY TMAGINATION,
ALL PASSWORDS MUST

YOU WILL NO LONGER OR ARE ALL OF OUR RULES

HAVE ACCESS TO CODE
ON ANY SERVER BUT
YOUR OWN.

www.dilbert.com scottadams®aol.com
=F

DESIGNED FOR THE SOLE
PURPOSE OF BEING HUGE
INCONVENIENCES?

F40-05  ©2005Scott Adams, Inc./Dist. by UFS, Inc.

CONTAIN LETTERS,
NUMBERS, DOODLES,
SIGN LANGUAGE AND

SQUIRREL NOISES.

https://www.nist.gov/news-events/news/2016/10/security-fatigue-can-
cause-computer-users-feel-hopeless-and-act-recklessly

https://dilbert.com/strip/2005-09-10
Sanjay Goel, University at Albany, School of Business

Center for Information Forensics and Assurance
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What should we do?

Assume incidents will occur (Analytics)

Switch from protection to detection:
detect rapidly evolving threats,
responding to intrusions quickly,
monitoring insider threats.

Set up a log management system
(operating system, application, security
logs).

Add data analytics to provide a unified
view of an enterprise—both a real-
time and an historic view of events.

Establish an incident-management
capability that includes preparation,
detection, reporting, analysis,
containment, and recovery.

Sanjay Goel, University at Albany, School of Business
Center for Information Forensics and Assurance

TRAIN

Training ol staff is

.0-' an essential partof &
sobd cyber secunty

@ posture. Yearly
training and
regular bulletin

updates should be
provded 1o keep

UNDERSTAND cyber security
Incident reporting and incident
requirements response on
vary by state. An pecple’s
annual review of
applicable laws
should take place to
ensure compliance

should contain service level
agreements for responding
in specific timeframes and

L

TRIAGE

Clearly define the path for how
employees report events. Analyze
the event 0 determine the level of

COLLABORATE

Source: https://nyia.org/publications/guiding-principles/
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What should we do?
Change Password Protection

Enforce password standards: complex, no-
reuse for multiple generations, one-time temp
passwords, and store/ transmit passwords

encrypted.

Authenticate users prior to access; use replay-
resistant authentication; prevent reuse of
passwords, disable access after defined period
of inactivity.

Enforce multifactor authentication for
network access to all accounts, and local
access to privileged accounts.

Multifactor authentication: (1) something you
know (e.g., password); (2) something you
have (e.g., token generator, smartphone);
something you are (e.g., fingerprint or iris
scan).

Sanjay Goel, University at Albany, School of Business
Center for Information Forensics and Assurance

03 It is not a complete word

Source: https://nyia.org/publications/guiding-principles/
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What are we doing?
Adaptive Training

* Over-training can lead
to security fatigue.

* Understand the
knowledge gaps and

Where do people think their

provide focused training

30% Email threats (e.g. phishing)
in gap areas. -on it
. 29% Smart or connected devices (1oT)
° Engage employee S 1n 16% Creating strong passwords

assessing training needs.

* Use adaptive training
that shifts based on user
responses

e Make training engaging, The smalier the company, the

more likely they do not receive

any cybersecurity training:

rather than information L
1- 25 employees : 55,0
and OhC hea do not receive any training.

p y Vy 1001+ employees : 17%

do not receive any training.

University at Albany, School of Business
Center for Information Forensics and Assurance

*The root cause of 52%

of all security breaches
is human error

own cyber knowledge gaps are?

-
lin3
employees
do not receive any form
of cybersecurity training
at their organization.

49% .,

they would take an optional
cybersecurity training course at
their workplace if it was offered.

-
1in5
respondents said they are
“not at all" aware of
cybersecurity best practices.
(Followed by 28% “very aware”
and 52% “somewhat aware”)

33



What should we do?

Education Innovation (Workforce)

Cybersecurity degree programs are
proliferating, but with a large range in
quality.

CAE—the government’s response

(DHS/NSA) to accrediting best programs.

Education needs to reflect the reality that
while breaches are inevitable, detection and
response are critical.

Humans are a weak link in security - need
interdisciplinary security focus.

Some feel that the reason we were caught
off guard with Russian interference in the
elections, and with 9/11, was a “failure of
the imagination.” This is a critical point,
that speaks to the need to bring more
people, and more diversity (of gender,
nationality, experience) into the field.

University at Albany, School of Business
Center for Information Forensics and Assurance

EDUCATION INNOVATION

QUESTIONS HARVARD LEADGRSHIP CONFERENCE
IN _ TesTolg | WAYS To GET
EDUCATION |55 b skpprb!gﬁu N aols
_f{-f:_ - :_ L e E
e Nc‘«:;uuncc N i:_! X—n tf. .HD \f‘.;
CATION Lo Berdeen novarens k 3
SAT: V== e T A
f ® e bj;l‘,‘:‘lil"v"'.]" O = CMensewes
‘\'6 We (WYI»(_) AP ) ,:,yl.';\H:u THeM
- ~ DESIGN
DELIVERY MapeLs  SKILLS G THINKING
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What should we do?

Insider Threats (Monitoring)

Create a comprehensive
insider threat mitigation plan

Put program 1n place to
continuously monitor internal
networks and systems

Limit access on as-needed
basis for different employees

Put policies in place for
actions against insiders

Screen employees while
hiring, and maintain high job
satisfaction for employees

University at Albany, School of Business

Integration with Enlerprse
Risk Management

Insider Threat Practces Related 1o

Organcabon-wide
Parscipabon Trusted Business Partners
Owersght of Program ’
Comphiance and Eﬂectmmss Prevention, Detection
and Response Infrastructure
Confdensal Reporting
Procedures and Mechanisms Insider Theeat

Trainng and Awareness

Data Collection and Analysis Tools,
_ Techniques, and Practices

Commurscabion of
Insider Theeat Events

Profection of Employes Civil Liberses
and Prwvacy Rights

Poboes, Procedures and
Practices 1o Support the InTP

https://insights.sei.cmu.edu/insider-threat/2017/04/formalized-insider-threat-program-part-2-of-20-cert-best-
practices-to-mitigate-insider-threats-series.html
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What should we do?

insider Threats (Active Indicators)

Intentional behavior can be
conceptualized as function of motivation
(incentive), capability, opportunity.

Through use of active probes we can
form predictive profiles using personality
and other measures to identify threats.

Environmental and disposition
precursors may involve greed, perception
of being undervalued, disgruntlement,
perceived social injustice, patriotism.

We designed scenarios to build situational
context and tested user behavior on
simulated opportunities to steal data.

University at Albany, School of Business
Center for Information Forensics and Assurance

Scenario: Social Injustice

Joe works for a large conglomerate
that produces water filtration systems
that are critical for poor countries
where the water supply is severely
contaminated. Typical water filtration
systems are very expensive, however,
Joe and his colleagues have developed
a system that is highly cost effective.
Despite the cost of producing this new
filtration system being only a few
dollars, Joe’s company has gauged the
price to charge hundreds of dollars.
Ultimately, Joe is outraged at this
policy, since many countries will no
longer be able to afford this system,
leading to widespread sickness and

death.
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Conclusions
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Conclusion
Managing Human Vulnerabilities

The ‘constrain, train and threaten’
approach causing security fatigue.

Security restrictions are killing
productivity and innovation.

Understand human cognition, <
motivation, and decision making in
understanding security risks.

Reduce the security burden on users
(multi-factor authentication, artificial SN
intelligence, and analytics). g SR e

Security 1S a CompleX taSk that quU,irCS https://www.securitymagazine.com/articles/90319-
. . . artificial-intelligence-is-fundamental-to-the-future-
users to be motivated and trained using of-cybersecurity-smes-say

creative approaches.
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